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a |atinCrypt 2021 (eprint)

SPHINCS*-128 Explicit (Uni- Q#-implementation of Quantum Resource Estimate
versal) Forgery SHAKE-256 and Haraka inspired by [Amy et al. 2017]
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Results: Resource Estimate
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SPHINCS*-Components Q(IT

Karlsruhe Institute of Technology

® Hash function H

@ Forest Of Random Subsets (FORS)

& Winternitz One-Time Signatures (WOTS)

@ eXtended Merkle Signature Scheme (XMSS) \\ /
<
: H(m,...
Keys: pkyr := pKspHincs® [ Signature: ogpyncs: (= (, PathXMss,a\’,’fg‘}Fg,aFo(gs )) ]
Skwors, SKrors
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XMSS tree i
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1. Compute message digest H(m,...) ==y

XMSS tree i
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SPHINCS*

1. Compute message digest H(m,...) ==y

2. Generate FORS instance (pkrors) and sign
message digest o7 xs
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SPHINCS* A“(IT
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1. Compute message digest H(m,...) ==y @

2. Generate FORS instance (pkrogrs) and sign XMSS tree i
message digest o7 xs

3. Sign pkrors With WOTS o
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SPHINCS* A“(l'l'
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1. Compute message digest H(m,...) ==y

2. Generate FORS instance (pkrors) and sign
message digest o7 xs

XMSS tree i

3. Sign pkrors With WOTS o5

4. Compute XMSS path to pkspH|Ncs+ Pathyuss
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General Attack Scheme

XMSS tree i

Pkrors
IwoTs

PKsPHINCS*

existing

PK =~ pko

(vers 0,557, ..

forged

message
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Forgeries
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Target Component  Existential Forgery

Universal Forgery

H(m,...) =y H

(oracle depth = 1)

X

Otors FORS (oracle depth = 2)
(or multiple pre-images)
Pkrors
THT WOTS (oracle depth = 5)
PathXMss XMSS Path

(oracle depth = 1)
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Forest Of Random Subsets: Sign and Verify

917

® k trees generated from Skrors

® pk is hash of all roots

® 7{(m,...) determines which (private-key) leaves
used

® grors contains Pathgors for each tree
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Forest Of Random Subsets: Forgery Q(IT
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® First mutable sibling $;

® Find kaORS = H(fiu ceey ﬁ( = H(S'“'17§2))

[ Pre-image search with oracle depth 2 ]

sv k

1017 2021 Marcel Tiepelt: Forging SPHINCS* Signatures on a QC KASTEL — Institute of Information Security and Dependability



Winternitz One-Time Signatures (WOTS) Q(IT

Karlsruhe Institute of Technology

® g; generated from chain of hashes
® Find pkwots 1= H(H(H()))

Pro e

skworts pPkworts

® pkwors generated from owors [ Pre-image search with oracle depth 5 ]
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eXtended Merkle Signature Scheme (XMSS) Q(IT
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® First mutable sibling v,

® Find pksphincs = H(Vl, ‘7r)

Pre-image search with oracle depth 1 ]

f;k WOTS
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Target: Hash Functions Q(IT
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Level Security & Collision on Haraka-Sponge
Haraka —<C | 128-bit ~ second-pre-image
Il 192-bit SHAKE-256
i 256-bit ® ~ 21295 glassical hash function invocations

[Bertoni et al. 2011]

® Fault-tolerant cost following [N. C. Jones et al. 2012]

& Assumptions on current state-of-the-art
® Optimizations for magic-state distillation
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Metrics Assumptions

1. Cost Fault-tolerant QC = surface codes
& (Physical, Logical) #Qubits

® #surface code cycles 2. #physical qubits to embed log. qubit into surface
code [Gidney and Ekera 2021]
@ #T-gates

3. Error rates qubits p;,, gates pgate, time for SCC

@ | ogical-Qubit-Cycle (= classical hash function [Fowler, Devitt, and C. Jones 2013]

invoc.) [Amy et al. 2017]

a .. 4. Quantum gates distributed uniformly across
layers
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SPHINCS*- SHAKE-256 Haraka
A _ 5102
Collision Attack T#G’;"e’ “eF”a"z”St B 1 g? . ;53

Chailloux, Naya-Plasencia, and Schrottenloher 2017 P2 70 :
#Classical hash function invocations - 2129'5
H Distilleries o) 83 x 3 3x3

. log

Pathyyss #1og. Qubits Q 23876 2120
on SPHINCS*-128 #Total Phys. Quoits QP 8.65-10° 2.03-108
#Total ECCeycles ~ COSTscc 1.6 - 284 1.5.2%
logical-qubit-cycles COSTgc 2.65-2% 1.55.2101
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Conclusion A“(IT
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Target Component  Universal Forgery
éi‘ y (oracle depth = 2)
&@% FORs FORS (or multiple pre-images)
- oPfrors WOTS (oracle depth = 5)
Points of Attack Pathyyss ~ XMSS Path (oracle depth = 1)
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Conclusion A“(IT
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Target Component  Universal Forgery
éi‘ y (oracle depth = 2)
&@% FORs FORS (or multiple pre-images)
- oPfrors WOTS (oracle depth = 5)
Points of Attack Pathyyss ~ XMSS Path (oracle depth = 1)
SPHINCS*-128 Haraka
#Log. Qubits 21 22
#Total Phys. Qubits 2.03-10
Path
xuss #Total ECC cycles 1.5- 290
Resource Estimate logical-qubit-cycles  1.55 - 2101
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Conclusion A“(IT
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Target Component  Universal Forgery

éi‘ y (oracle depth = 2)
&@% FORs FORS (or multiple pre-images)

- oPfrors WOTS (oracle depth = 5)

Points of Attack Pathyyss ~ XMSS Path (oracle depth = 1)

SPHINCS*-128 Haraka

#Log. Qubits 21 22

#Total Phys. Qubits 2.03-10

Path;
xuss #Total ECC cycles 1.5- 290
Resource Estimate logical-qubit-cycles  1.55 - 2101
[ Questions? ]
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Architecture A“(IT

Karlsruhe Institute of Technology

Application Magic state distillation

Dout Reliable qubits, universal gates Pout Pin Pout
\ ] L \
Logical Distillation layer 1 Distillation layer 2
T
Reliable qubits, basic gates Su.rface code Su_rface code
‘ distance d; distance d»
rf; .
S;is?:r?czoge Quantum Error Correction T T
Faulty quTlts, gates Dyate
Pin ~_ | Virtual _/ Pgate; Pin
R

T

Physical qubits, processes

\
Physical
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Optimization: Magic-State Distillation Q(IT
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Low error magic state

Magic state
distillation Layer 2 190 190 190
Medi ic stat 1.28-10* | 1.28-10* | 1.28-10*
edium error magic state 460.0
‘ cycles 90 4.8-10%
Magic state
distillation Layer 1 0 4.810%
90 4
High error magic state 4.8-10

\ } , |
4.8-10* qubits
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