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Bob’s Pigeon
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– why quantifying matters to cryptographers.
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BobAlice
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Access to pigeons… … choose which to shoot … … tell which message was real.



What is Eve’s cost to find the real 
message? 



Security Proof

Theorem: 
The protocol is secure, unless Eve can distinguish pigeons.



Security Proof

Theorem: 
The protocol is secure, unless Eve can distinguish pigeons.

Pigeon iPigeon i

IND-CPA Attacker
Pigeon 

Assumption Reduction

Proof:



Security Proof

Theorem: 
The protocol is secure, unless Eve can distinguish pigeons.

Pigeon iPigeon i

IND-CPA Attacker
Pigeon 

Assumption Reduction

Proof:

Conclusion: ⇒ Need to shoot O(N) Pigeons.



So what is Eve’s cost now?



Quantifying Security Costs

Best attack? Feasibility?How expensive?

O(1) $ each

Arrows



Where do all the KASTEL pigeons 
live?
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Future?In the past
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Then invite me to a “Professorengespräch”!


