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How to do a cost estimation?

Alice — = . Bob

A CRYPTO NERD'S

1 IMAGINATION)

HIS LAPTOP’S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
CLUSTER To CRACK \T-

NO GooD! IT'S
'40% -BIT RSA‘

EVlL PMN
1S FOILED!

https://xkcd.com/538

)

WHAT WOULD

ACTUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TELlS LS THE PASSWORD.

GOT IT,

VK
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Secure Pigeon Protocol

[ty

N-1 Fake Messages

. + 1 Real Message
Alice B St ° - Bob




Secure Pigeon Protocol

N-1 Fake Messages

. + 1 Real Message
Alice B St ° - Bob

{ Hardness Assumption: Pigeons Indistinguishable J




Indistinguishability under Chosen Pigeon Attack

(IND-CPA)




Indistinguishability under Chosen Pigeon Attack
(IND-CPA)

[ Access to pigeons... ]




Indistinguishability under Chosen Pigeon Attack
(IND-CPA)
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[ Access to pigeons... ] [ ... choose one to shoot ... ]




Indistinguishability under Chosen Pigeon Attack

(IND-CPA)

)

[ Access to pigeons... ] [ ... choose one to shoot ... ] [ ... tell if fake/real message. ]




Security Proof

Theorem:
The protocol is IND-CPA secure, unless Eve can distinguish pigeons.
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Security Proof

 Theorem:
_ The protocol is IND-CPA secure, unless Eve can distinguish pigeons.

/ Proof:

Pigeon :
Assumption /% f' Reduction s f IND-CPA Attacker
® G ® g f
Pigeon i Pigeon i \,\U
K ] I:I/
Conclusion:

Pr[Eve learns message] = 1/N
Attack = Need to shoot O(N) Pigeons.




So what is Eve's cost now?



Quantifying Security Costs
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[ How expensive? 1 [ Best attack? } [ Feasibility? 1




No pigeons were harmed in the
making of these slides.



